Cybercrime and Digital Forensic Investigation
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Cybercrime

Cyber criminals and organization

Cyber Attacks and Victims

Cyber Attack Techniques

Cybercrime Investigation

International Cooperation in
Cybercrime

Digital Forensic Science

Forensic Acquisition of Data

Data Recovery

Relating Data to the Case

Random Access Memory
Acquisition and Analysis
Mobile Device Investigation
Cybercrime and Digital Forensics
Research
Final Exam
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Defining Cybercrime

Cybersecuirty and Cybercrime
Classification of Cybercrime
Hackers, Hactivism, Cyberterrorism
Cybercrime Organization

Cyber Security

Economic Impacts of Cybercrime
Cyber Victimology

Hacking

Malware

Social Engineering

Basics of Cybercrime Investigation
Investigation Methods

Electronic Evidence

International Nature of Cybercrime

Current State of International Cooperation

Case Study

Forensic investigation Definition
Scientific Method

Procedure

Data Storage

Data Structures

Acquire

Recovery
Location and Meaning of Data

RAM Acquisition and Analysis

Mobile Device Investigations
Research and the Future of
Cybercrime Investigation
Final Exam
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Activity)

Quiz

Quiz

Quiz

Discussion

Quiz

Quiz

Quiz

Discussion

Quiz

Quiz

Quiz
Assignment
Quiz
Assignment
Quiz
Assignment
Quiz
Quiz

Assignment



